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ABSTRACT

With the increasing trend of Cloud migration, security threats in the Cloud computing environment have also experienced a
significant increase. Consequently, the importance of efficient incident investigation through log data analysis is being emphasized.
In Cloud environments, the diversity of services and ease of resource creation generate a large volume of log data. Difficulties
remain in determining which events to investigate when an incident occurs, and examining all the extensive log data requires
considerable time and effort. Therefore, a systematic approach for efficient data investigation is necessary.

CloudTrail, the Amazon Web Services(AWS) logging service, collects logs of all API call events occurring in an account. However,
CloudTrail lacks insights into which logs to analyze in the event of an incident. This paper proposes an automated analysis framework
that integrates Cloud Matrix and event information for efficient incident investigation. The framework enables simultaneous
examination of user behavior log events, event frequency, and attack information. We believe the proposed framework contributes
to Cloud incident investigations by efficiently identifying critical events based on the ATT&CK Framework.
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Fig. 2. Event Log Analysis Framework Overview
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